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MCTIOHUTE/IBHOI O KOMHMTETA

HAns aoveaenma Ro ceexenns’

TloBcemectHoe  BreApewwe u - HCHONEIOBARUE '~ KOMILIOTEpHMX
MEQOPMANMOHHEIX TeXHONOTHH, Ge3ycnopno, coimaet BOIMOXHOCTH 2ns
Gonee adwpertHBHOrO paseHTHs SKOHOMHKH, NOIMTHKE, obimectsa . H
rocymapetea s fenom. Offaxo COBEPLIEHCTBOBARNE 1 IIPHMEHEHHE BEICOKIX
TEXHONOTMA WPHBOIAT He TOIEKG K. YKPEIUIeHRI0  MRBOPMALHOHKOTO
obmecTaa, HO ‘M HOABACHMIO HOBKIX yrpos, ommoft sz KOTODHIX. AMNAeTCs

Kamenertkoro pationa:za npowemmatt 2022 ron u METOJIB S31UIHTR! OT HHX.

1. BHUMIMHT _

BummAr — oznu u3 MeToNoB MOMeHHMYecTBA C HCIONIb30BAHHEM
COUMANBHOM: HEDKeHEpHH. ‘OH 3aKiloNaeTCs B ToM, YTO MOYMEOUICHHEKY,
HCDONEAYH TeNEDORRYIO CRA3b U BLIXERAH Cebi 38 COTPYARRKOB GanKos (MiH
NPABOUXPAHKTENEH, UTC DCOBEHHO YacTo IPOHCXONHE B HOCHEAHee: BpeMs),

nongmﬁzﬁnﬁgog..utun._ Y MOTEpNEBmAX CBEXENH O
HRMMIHK GaHKOBCKMX IIATEKHEIX ‘kaprouek (nanee — BIIK), cpokax ux
aeftcreus; CVV. (CVC)-xonax, TACHOPTHBIX Z2HHEIX, CMC-KOAAX ¢ UEMALIO
XHIICHUA JEHEXHEIX CPENCTB. B paje cnyuaes anmoyMumimemmxaM -
HIBECTHI! HEKOTOpBIE pekpranTH BIIK, a TEKOKE AHKETHBIE JAHHKE MWL, Ha
UM KOTOPHIX OHH SMATHPOBAHEL: o .
B Goneummerse crywaes npH cosepresuy 3BOHKCB NOTEPNEBWAM
TPECTYNHAKY MCTioNb3yioT IP-Tesichonuio, KOTOpas N03BONAET MACKAPOBATE
TerieoHEe HoMepa IO/ HOMepa GENapYCoKiK oneparopos cesisu. Kpome
3TOFO, 3AYACTYIO INOYMBIIIEHHHKH HCTIONMB3YIOT MecCeHbReps Viber w
WhatsApp, B xoTophix cymecrsyer - BOSMOXHOCTb * HCTIONB30BAHHS
BHPTYAIBHEX, HOMEpOs. Taicke npecTymnmxy MacKHPYIOTCS 0K TOTOTHIIOM
y3HaBaeMEIX Genopyccinx Gankos, BBojd. B 3adnyxneHue TNOTeHIHANLHEIX
KEpTB. . ) . K . : .
INOYMRINUICHEHMKH 3BOHAT MEPTBE H OT UMEHH GAaHKOBCKOLO
COTPYIHNKE COOBWIAIOT, HTO HEOGXOMAMO OCYIIeCTRHTE Kaxue-mubo
A¢iteTBin ¢ BIIK, Tax Kak k10-10 qHGO NEITaeTcs HOXHTHTE ¢ Hee AeHeXHHE

- Cpeacrsa, nubo odopMuser Kperir, N#00 MPOHIBOMHT  IIONOIPHTENEHYIO

onnaty. 3amiafien. pekBH3MTAMH RAPTHL, NPECTYIHHKH OCYIECTRIMOT
XHUIERAE ZEHEKHBIX CPEACTH ¢ ankoackoro cuera norepreBmero.

B mocneanee Bpems #anGonee akTyansmas cxema — noGyxnenue
HEPTHEI OTKPEITH KpEaHT. 3AQYMBILIASHAAKR COOBIIAOT KEPTBE O -TOM, 4TO
AKOBH KTO-TO HOCTOPOHHHI IMEITASTCA OTKPLITS KPEAHT Ha'ee HM3, H 118 ero.
HCARTHRAUHY HeOBXOMMMO CAMOCTOATRNEHG oOparuThCs B GauK U oTKpHITE -

KPEIUT, TIEPECIaB BIOCACACTRHM PEXBHINTE CUCTR. -
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. Capasouiao: Ha teppuropmu: EE 1enkoro v._mw 3. 2022 Bh.w :
saduxcuporano 12 n.uﬁdu MOIUeHHRRECTDA 1yTeM BHINAErZ,. 06wWan cymma -
© MOXHTIEHHMX nvnu.n._.waoﬁsu:.__w 29,248 3&25 .

© ToNydentie FOCTYNA K KOWDRACHUHATEREM AANKHM  nonsaoRaTéneh -

JIOTHHAM A anve_»z CHIHHT HCNOMLIYETCA MTA, HONYuCHIA Zoctyna X

© YHCTHRM  Fafiitésm TMONs3ORATENH  CAMBEDL  PRATMINBIX pecypeon, Ho

3AYBCTYIO O NPUMEHACTCH ik XHIICHUS AAHHEIX ‘Apagdosarencit roprovux

-OHRRITH-ILOWAKOK. .
Hna s1oro SAOYMHUMICHHHKH TOAMEHZIOT CTPAHULY, RCRONBIYEMOrG

HepTROR MHTEPHET-CEPRECA'BA MOIEHHHYCOKYIO, XOTOPAK BHELIHE ABAAETCA
AEGHHMKOM OPKIUHARA. DurMHroBas ETPAANIfD MOMET HMETSH CXONCTRO ©

pasHbiMi ceparcann; Kufar, Bemowra, cryxbolt gocTasxs, Gansamn, EPHT]
| AT 4. B cooTBeTSTEME ¢ THM MOKET HCTIONL308aTHCR Eﬂ ﬁm.esonnua."
- HEpeXOfia HA CTPAHILY TIpECTYNHAKOM (3alpats sauMcemeie. AN fensia,
" TOATBEPIMTL AONYICRHE NOCKAXH RE MOWre WM B ouucnmn . BOCTAEKH,
" HONTBEpAMTE mpHew CPHCTS Ha onHOM M3 BAHKOBCKMX CEPRHCOR M T.4.).

HesrumarensnLi HHT¢PHET-NIONLICBATERD MOMET H HE 2AMETUTS HOAMENH,

19K KaK nopofisie  cTpanmip BIIYAALHO. CXOKH © - OfopMnenney |

OPMIMHANEHBIX CalfTOE. - KOrRa  nonsaoRaTeny 3ANONWT . HA & TAKYW

DOANSTRAYIO CTPAKMLY # BBOAMT JNOTHH H NApomm, cm: Sﬁuawﬁnat
.+ ROCTYTHH MOIICHHHKAM, . A

. Cnpasowno: na Embo:a%ﬁ Kaseneyrozo h.:a d wemm 200 - .
saducuposang. 12 dasmoa MOUIEHIECE  Hymen QERB. omEnm. -
- Emema nOXUENINX, CPEOCME cocmasuat 12, m%%«? B

Bmeécte ¢ Tem, ma anﬁ?sdvz: Kameneux o_d E.nomu 9.5

- sapuxceposan’ 1 daxr XMIEHHA JCHCKHLIX CPEOCTE MOITEIRHUIN
. paiigHa BEnY «HeOueBHZHOIOH frumsnra. 21.09.2022 wureiima

ar. Benorexeknii HCHOALIYR CETE zx:._.ow:né. 3aINa Yepes mv&mov
Ha TojuIenbEbH calit Gankoackors YUPLKIeHUs, KTHEHTRON KOToporo

o -mpngercs.  QUNMATOBME  pecype. BE3yamsio - Gelit  muesmerien.
- ofpHOERTEEOMY calfty GaiKa, ONHAKO B FOHCKOBOH' GTPOKE BMECTO

: . ofwmradsuoro anpeca, Hanprmep: «belarusbankbyy, St yRasaH
© | MHBie 3HAueHsw: «stardraftstore. Bo#us B ceolt RaGier. i ' Bess:
S HBHHEC caoel :hﬁaﬁ:cnwg Gwﬁhm:ﬁ.uﬁu_swn.. 306 E&a«w

I 01,2023 Tawke une:xnxvomm: E._ubog:zm thakr BE
TeppUTOPKE: Kameneioro u»nomw. owzzu wﬁnumm 83»5% 700 -

pylaeit,

3 :e_ﬁmmmﬁnﬂo B na:nmg _

o S5 HatTOdINee BpEyR 0cobO SKIYENEHON CTREOBMTCS Apofinesa uﬁuE.E”
e ‘ANKEYHTOB B COUUANILHELK CCTAX H NPOTHBOARHCTERS pasndaumm dopmadt ¥ -
- BHJBM MOLIERIGIYECTDa, IE_@ouno THNHIHETE gonomz obmana 8 ap:nmﬂa

. CEroJHA TAKOBHI

hﬁh&gg.a

. 3NOYMBINMEHAMKH DAIMEINAIOT ODBABNCHHE O NpoaRKe _Bg ~nuGo :
© | TOBApOB NG GPOCOBEIM HewaM, HO AN% ero ACNYYERNA (SK0GEH ROCPEACTBOM
: aewTOBCH NEPECLITKH KIR ciymByl: - JocTankn) Tpebyerca nepéuNcnenHe

npeforIaTH - {in anaika Ha stﬁ:cn NPOTABLOMY BAHKOBGKYIO kapry,

anextpomuni Kowenex. O6urne moche nepedncnesmzs oxuAsEMLE: TOBAD

T2K 8- BE NOCTYNALT, & (IPOARBEI NEPECTALT FRIXOIHTE HA CHAS,
Cnpagouro: ‘2a 2022 200 nocpedcmisom: coy. cemu efnstagroms nod

T - sudow ORAGIN-MO2ISURDE N0 MPOJGNCE  YBEmOd, - Mysicekoil/ncencroti
odexcons, Guimioeols mebesu buro sagrcuposaro 12 gaxmos . tingenus

cpedcme Mcumeneii Kavereyxozo P OBHaR cyMma noxinyennso: pedeme
cocinaguna 2, 629 pyéreil. Ocmanvusie 11 Ganmos cosepuent: ag by,

- Telegram; BRonmaxme, unwx catimax. .

Enagaqgagvnﬁg
B HEXOTOPHIX  QNy9afX  AJOYMBILNEHHWKH — MOTYT- w...vosB.?

ﬂgﬂegg gﬂ# Noggnﬂggﬁmﬂ awnham-sm 0 LERLD

BEIMOFATENRCTRA,
Cotansmse cet — 317¢ Knazess Eﬂoozgr: off mudopmamn, o
uenosexe. [loMME  HeCAHKIMOHHpOBANHKE HOCTYNE: & ° CTPAHMIAM B

.1 CONMANBMRYY: CETAN, WEPENHCKES SNEKTPOHHBIX DOYTOBMX  RURKGE |
L obnamanmg AKKIYHTAM W 38Hnanen woGpARCHHAMN, He IPSIHEIHSTEHHKMM

A - mybAMdRGro  TpGeMOTpa, FIPSCTYITHHKH  BCTYRAIOT B NEPEMHCKY ¢ -
TOTEPIEBLINMY, TPeOYS PASHSIE KEHEKHLE CYMME H wﬁ&xﬁ B CRydYsE -

oTRam, ﬂsonvog VX B HETEpHETE.

Cnpasosno: 34 2022 mcar..waﬁainnbamnx i ﬁnﬁx gﬁagt

: .xﬁa@&vﬁ 15.05.2022 acwmiers . Kaveneyxtido p-na npu sarase it L
. YEAYT REpeaen IMOYMUtAIEHLUKY: %&Q:a% flocae noywenyun denencubix ;.
CPEACINE ANOYMLINLIEHHIX HOO RPeAIOZOM pasengutenus daxma. 1akaza Joayz
11 podnbM moRoDDd0, wenceexa, @ nocne UEROTLIYR uﬁ_vour %ﬁ%:m HUR
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HACUNUZ @  OMPIOUIEHUM  NOCHEONEZO U €20  podHBX “eviMozaru
" OOMOAMUMERSNLX  nepesodos - dewedcwoix  cpedeme, Obwas. cymma

noxinyennsix cpedcme cocmaeuia 890 pyacii.

Ounaiin-uzpw, mpeiidunz

.gngxu.ﬁ_uox@a%ﬂdm WP I TIEPOOHANBHEIX KOMHBIOTEPOB H

. MOOHALHMX TAIKETOB AEBHO CTaNi0 BHICOKOAOXOTHLIM Gusnecom: - He

- YHMBMTENWHO, 410 - TIOBHIIEHHWM BRMMAHWEM OHA mOMEyeTcE: M y

MOIeHHMKOE: LlenrocTs iyT npeactasasior i 2KKAYHTH HOMBIORRTCH, K
KOTOPEIM HEpeNko NpUBA3AHE . pexph3nTs BIIK s, froxymm HIPOBRIX, -
NPEUMYIECTd, H KOANEKUMOHHME OpENMETHI, KOTOPE® MIpOKH. TakxKe
Hepesko fIpHOGPeTaloT 32 peanshue. Aekbra. Tawke OMYRRPHE! YCAYTH.

«npoeccroNaATEHEIX Tpefinepos. Henocpeactaennas pabiota. Tpefigepa:
ARWINS TeKymelt cRTyaumn Ha PHIHKE # 33KAKOYEHHE TOPrOBRX CALTOK, T.e,

- bynynuil fioTepnesumit nepesoaHT ChoR ACHEMHBE CPEACTBA «Tpeiepys, -

KOTOPEi. 00eIaeT YIBOHTL/YTPOMTS AaHiEe ‘CPEACTBR, a HocHe liepeponos
JICHENCHEIX oﬁnua_novnnams wv&uﬁ:? k4 CRA3L, .

..Q%na.ocac... sa 2022 200 Fagurcuposan ~ %nx&.. wﬂ&n:aam
kamezopuw.  10.08.2022 xcumens Kameweyxoco p-na e meccendacepe
Telegram ceazancs co  snoymsitnennuxoM, npEOCMaGReE bIM KAk

| Bpoeccuonansei  uzpox wa bupyce (mpeiidep). . Hocae. nepegodos
dexedicneix cpedcme. na cuem mpeiidepa, nocaedHui usHauaAvHO' yBesicoan
30A8UMENE 8 YCHEXe COBMECINOZO NPeORpuAmuz, QOHARG K MOMERMY
SLINRa MHUMYEX Gbiiiepbiiueli Repecmanr enxodurib na censw, Obujon cymma

noxuwernsix cpedema cocmaeuna 1100 py6aeii.

4. OCHOBHBIE METOIKI 3AIUTHI OT XHILEHHE

CPEJCTB B CETH «AHTEPHET» ..

- Jma Yoro arobm obezoriacHTs ceba u CBOH AEHEHHEIE ovnhﬂ.wm or

MOI0GHEIX CNOCOGOR XHILIEHIIA, HEOGXORHMO; :
1) Be pasraawars AoruaL, HOMepa TeneQoHoB, naposi;: [IMH-xoam,

PEKBU3HTH PACUETHEIX CYeTOB, cekpeTHne CVC/CW- komb,  paEmpe
KACaTeNBHO TIOCHENNMX fIaTemedt ® Cpoka neli¢TeHs AHACTUKOBRIX KapT

2)B XOAE' MCTIONBIOBAHHA KADTH NONKIOYHTD 'K HCROHE3GBATE:
Texxomoruio «3D Secures. Ha Hacrosupiit moment sro caMas COBpeMeHHay -
L. Texwonorua obfecneyenms mgnmgnﬁ: nnaTexel Mo KapToukaM B cetn
Unrepier.. [Tossonser onmosHawHo:  WieHTHAUUMPOBAETE HORIHHHOCTE
AEPHATENA KAPTE, OCYMISCTRAMIOMEIO ONEPAIHIO; H MAKCHMAEHO CHHINTS -

PHCK MOMeHHH'eCTBA 10 xapre: [Ipn mcfonbsosanun Frodf TexHonormm

_ 5

KapTe CIEURALABIM OXHOPAOBEIM: NAPOieM, KOTOPHIH O NOMYYaeT B BijE
SMS-coobienna Ha cBoj MoGHILEN Tenedion; :

3) mexmoYMIE Tepeaawy . NOCTOpOHHEM JMIEAM  [OSYYEHHEHE
B SMS-co0BIeHnAX . BpeMeNHEIE fEAPOIM /LIS NOATBEPKACHAS orepauui,
2 TAKOKE CROMX GaHKOBCKIX KAPT, KakHM Ok T0 M 6510 cnocoboM;

4) BBOANTH CEKPETHLIC JIAHHBIE TONSKO Ha CAHTAX, JaImMIieHHEIX
ceprudukaramu GeaonacHocTH U MEXaHH3MaMU umponanus. JoMmennue
FMEHA JTHX PSCYPCOB-B allpecHOM CIpoxe xamioro Gpaysepa HaumuaoTcs .

5} MPOH3BOAMTS PETYASPHBLE, MONHTOPHHT BEITIGIHEHNED onepauni,
HCHONML3YS paszies ¢ weropnel unarexedt; .

6)He OTKAILIBATECH  OT ROTIONNATCABHOMO YPOBHA BE30TACHOCTH
(cAcTeMBI MHOTOYPOBHEBOH ayTeHTHGAKALIM);

7) noaoGpars chnoxubii napons, Henons3ys mabop undp, 3armaBHLX
U CTPOYREIX GYKB, KOTOpHI SyfieT MOHATEN: MM BIIBAEABUY AKKAYHTA.
Menste napons kaxzawe 2 - 4 HEACRH, €CNW HeAB3YErech YYKHMH
KOMIBIOTEDaMH [N BXOAA B CUCTEMY RHTEpHET-GankuHIa; . :

8) He MPHMEHATS SBTOMATHYECKOE 3ATOMHHRHNE Naponei B Gpaysepe,

| €CMH K MEPCOHATBHOMY KOMIBIOTEPY: OTKPHT HOCTYI TIOCTOPOHHAM IHLAM

WITH JUIs BXO/I2 Ha CaliT MCTIONE3YETCH KOMIBIOTEP 06mIero nociyna;
9P xoNe HCIOUL3OBAMHA MHTCPHET-0aHKHHTA  YCTAHARIMBATH

AWTHBHPYCHYIO 3AMHATY, CBOEBPEMEHEO’ OBHOBNNE 6a3H AAHHHIX BHPYCOB
H DNMBOHCKEX YTWAMT; . : . . .

10} pxon » nuun xaburer ua caltre uHTépRET-GanKHmT OpHBS3ATH
x MAC wnn TB-anpecy: 310 AeHcTBHE 06eCTeNMT MaxcHMamsHali yposens
Ge3onacHoCTH. . . .

1 ) HEXMOYMTE Neperod ACHEKHDLIX CPEJICTB, B TOM YHCHE B KAaYecTRe
NpeNoIidThi; 1O MOMEHTA TONy4eRs 30KA3LIBASMOTD TOBAPA/YCHYTH.

Tlomnure, Bania Gesonackocts B Banmmx pyxax!




